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. Co-Chair: 7th ACM Cyber-Physical System Security Workshop (CPSS 2021), co-located with

AsiaCCS, 2021

. Chair: ACM Workshop on Cyber-Physical Systems Security & Privacy (CPS-SPC), co-located

with CCS, 2018-2019

. Chair: SCy-Phy Systems week'17: Think-In event and Singapore Security Showdown event,

SUTD, 2017

. Co-Chair: SCy-Phy Systems week'16: Think-In event and Singapore Security Showdown event,

SUTD, 2016

. Co-Chair: SCy-Phy Systems week'15: Think-In event and ICS security hands-on, SUTD, 2015
. Publicity Committee: Conference on Quantitative Evaluation of SysTems (QEST), 2014

. Publicity Co-Chair: Automation Protocols Security in Cyber-Physical Systems (APS-CPS), 2016

Research Qutcomes

Co-designer of MiniCPS, MiniCPS is a lightweight simulator for accurate network traffic in an
industrial control system, with basic support for physical layer interaction

Co-author of APE: Attacker Profile Examiner tool for attacker models
Design and implementation of first working UWB-based radio distance bounding system
Co-inventor of COTS-GPS receiver-based GPS spoofing detection

Co-developer of Cyber Security Argument Graph Evaluation tool (CyberSAGE), now licensed to
third parties by ADSC

Service

Journal Reviewer

1.
2.
3.
4,

IEEE/ACM Transactions on Networking (ToN)
ACM Interactive, Mobile, Wearable and Ubiquitous Technologies (IMWUT)
IEEE Security & Privacy

Elsevier Computer Networks

. IEEE Sensors
. IEEE Transactions on Information Forensics & Security
. IEEE Communications Letters

. IEEE Transactions on Dependable and Secure Computing
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9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22,
23.

IEEE Transactions on Industrial Informatics

IEEE Transactions on Wireless Communications

Wireless Networks (WINE), Springer

ACM Transactions on Internet Technology

Elsevier Computers & Security

ACM Transactions on Privacy and Security (former TISSEC)
Elsevier Future Generation Computer Systems

ACM Computing Surveys

IEEE Transactions on Mobile Computing

IEEE/ACM Transactions on Networking

Transactions on Emerging Telecommunications Technologies
Journal of Field Robotics

KSII Transactions on Internet and Information Systems
Journal of Computer Security

MILCOM

Technical Program Committee Member

1.
2.
3.

10.

11.
12.
13.

USENIX Security Symposium, 2020-24
ACM Conference on Computer and Communications Security (CCS), 2018-2019, 2022
ACM AsiaCCS, 2021-22

International Conference on Applied Cryptography and Network Security (ACNS), 2019-2021,
2024

European Symposium on Research in Computer Security (ESORICS), 2017-2021, 2023

. International Conference on Critical Information Infrastructures (CRITIS), 2019-22

ACM Conference on Security and Privacy in Wireless and Mobile Networks (WiSec), 2017-2022

Gl Sicherheit, 2022

. Conference on Cryptology and Network Security (CANS), 2017

ACM Workshop on Cyber-Physical Systems-Security and/or PrivaCy (CPS-SPC), 2016-2022 (co-
located with CCS, renamed to CPSloTsec in'20)

Cyber-Physical System Security Workshop (CPSS), 2015-2023 (co-located with ASIA-CCS)
IEEE Workshop on the Internet of Safe Things (SafeThings), 2020-2023 (co-located with S&P)
Workshop on Cyber-Physical Systems Security (CPS-Sec) co-located with CNS, 2016-2017, 2019,
2022-2023
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14.

15.
16.
17.
18.
19.
20.
21.
22,
23.
24,

25.

Workshop on Cyber Security for Intelligent Transportation Systems (CSITS), 2018-2019 (co-
located with Esorics)

Workshop on Security and Privacy in the Internet of Things (SePrloT), 2018

Workshop on Industrial Internet of Things Security (WIloTS), 2018

Workshop on Security for Embedded and Mobile Systems (SEMS), 2017

Singapore-Cyber Security R&D Conference (SG-CRC) 2016 + 2017

International Symposium on High Assurance Systems Engineering (HASE), 2017

Workshop on RFID Security and Privacy (RFIDsec), 2016

IFIP International Information Security and Privacy Conference (IFIP SEC), 2015 + 2016
International Conference on Network and System Security (NSS), 2014 +2016

International Conference on Cyber-Physical Systems, Networks, and Applications (CPSNA) 2016
International Workshop on Authentication Techniques (AuthTech), 2016

Smart City Security and Privacy Workshop (SCSP-W), co-located with CPS week, 2016

Committee Work and other Service

SUTD

At SUTD, | was member of the following committees

Graduate Studies Committee, 2017—current

Faculty Search Committee, 2016-2017
Responsible for review of applications, recommendations to Department Head. Reviewed over 390
applications.

Master of Science in Secure Design committee member, 2016-current
Co-designer of the first Masters’ programme in the department (curriculum, administrative pro-
cess). Review and selection of applications.

Representative of ISTD in the Learning Research Governance Sub-Committee

ISTD Labs committee member, 2015-2016.
Design and procurement of LEETIab, used for teaching 50.012 Networks and 50.020 Security.

In addition, | supported SUTD as follows:

Leading and coordinating efforts to maintain and modernize the department’s website (2014-now)

Organizer of an inter-department end-of-term social event for faculty members, with 3 events each
year since December 2014.

Evaluation committee member for procurement efforts for more than 6.7M SGD since 2014.
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Teaching

CISPA/UdS
e WS 2020: Core lecture “Security”

e SS 2020: Advanced lecture “Physical-Layer Security”

WS 2019: Core lecture “Security”

SS 2019: Advanced lecture “Physical-Layer Security”

SS 2019: Proseminar “Hacking”

e WS 2018: Proseminar “Physical-Layer Security”

SUTD

Designed and implemented two undergraduate classes at SUTD, 50.012 Networks (Term 6), and 50.020
Security (Term 7). Both classes are electives, and form the “Security and Communications” track.
Per week: 2x1.5h interactive lectures and one 2h exercise in the lab. Total term duration: 14 weeks
(including recess week).

e 50.012 Networks: taught Spring and Fall 2015, Fall 2016, and Fall 2017.
Average course rating in evaluation: 4.3/5. Average instructor rating 4.6/5.

e 50.020 Security: taught Fall 2014, Spring 2016, Spring 2017, Spring 2018.
Average course rating in evaluation: 4.38/5. Average instructor rating 4.55/5. The security class
contains a capture-the-flag competition, with student-made challenges to apply security concepts

Co-designer of overall curriculum for the Master's in Security by Design (MSSD) program at SUTD.

ETH Zurich

e 4 years as Teaching Assistant of the Systems Security graduate class

e 1 year as Teaching Assistant of the Security of Wireless Networks graduate class

Other classes

Other short courses developed and delivered:
e “Security Attacks”, 4 hours, developed for Swiss high school students

e “Cybersecurity Foundations Class”, 8 hours, developed for Defence Science and Technology
Agency, Singapore

e "“Cyber-Security for Industrial Control Systems”, 4 hours, developed for Keppel Offshore Marine,
Singapore

Supervised Students and Researchers

Postdoctoral Researchers

e John H. Castellanos, Oct 2021 to today

e Hamid Ghaeini, Oct 2020 to Dec 2022
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Wang Xueou, Nov 2017 to July 2018

Yan Lin Aung, Nov 2017 to July 2018

Rajib Ranjan Maiti, July 2016 to July 2018

Marco Roccetto, Sept. 2015-Sept. 2016, now Research Scientist at University of Luxembourg

Liang He, Sept 2014—Nov 2014, now Research Fellow at University of Michigan, USA

PhD Students

Simeon Hoffmann, from Sept 2022 to date
Yu-De Ling, from January 2022 to date
Till Schluter, from June 2020 to date
Alessandro Erba, from May 2019 to date

Daniele Antonioli, from September 2015, successfully defended in July 2019, next: postdoc with
Mathias Payer. now: Faculty at EURECOM

Hamid Ghaeini, from January 2015, successfully defended in July 2019, next postdoc with Michael
Backes

Masters’ Thesis (Co-)Supervision

Lorenzo Rinieri, TBD, , Politecnico di Milano, 2022

Alessandro Erba, “Evading Anomaly Detectors through Concealment Attacks: A Study on Indus-
trial Control Systems”, Politecnico di Milano, 2019

Francesco Scandola (University of Trento), “Application of MQTT in an Industrial Control Sys-
tem"”, Advisor: Mariolino De Cecco, 2017

Yeaz Elias Jaddoo, “Al-enabled detection of anomalous behavior in network traffic and hosts”,
SUTD, 2018

Benjamin Mary Priscilla, “Practical security assessment of industrial devices”, SUTD, 2018

Edwin Franco Myloth Josephlal, “Vulnerability analysis of an automotive telematics box”, SUTD,
2018

Ng Pock Chee Paul, “Over-the-air software security for automobile”, SUTD, 2018

Luca Cometta, “Implementation and Evaluation of a GPS Spoofing Countermeasure”, ETH
Zurich, 2013

Sami Kerim Galal, “Physical layer attacks on sensor nodes”, ETH Zurich 2009
Bojan Oliver Konic, “Security issues in Microsoft SharePoint 2007", ETH Zurich, 2008

Ada Lezama Lugo, “Implementation and evaluation of a realistic VANET simulator”, EPF Lau-
sanne, 2007

Dominik Langenegger, “Trusted computing based opportunities for financial services”, ETH Zurich,
2007
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Co-Examiner on Masters’ Thesis

Abhilash Gupta (UdS), “Grammar Fuzzing Command-line utilities in Linux”, Advisor: Andreas
Zeller, 2022

Joshua Michael Sonnet (UdS), “Towards Decentralised Access Control in Thread-based Home
loT". Advisor: Sven Bugiel, 2021

Co-Examiner on Masters’ Thesis

Munshi Arif Rashid (UdS), “The effect of privacy enhancing technologies on different electricity
load forecasting models”, Advisor: Christoph Sorge, UdS, 2019

Hunter Callum Douglas (SUTD), “Pressure-Driven Hydraulic Modelling of Cyber-Physical Attacks
on Water Distribution Systems”. Advisor: Stefano Galleli, 2017

Giulio Lovisotto (U of Padova), “We're not on the same Wavelength: Automatic Deauthentication
using Wireless Signal”. Advisors: M. Conti (Padova), I. Martinovic (Oxford), 2016

Co-Examiner on PhD Thesis

Moshe Kravchik, " Attacks and Defenses of Cyber Physical Systems ", Ben-Gurion University of
the Negev, Israel, 2023

Herson Esquivel Vargas, “Towards Automated ldentification and Assessment of Security Weak-
nesses in Smart Buildings”, UT Twente, 2022

Juan David Guarnizo Hernandez, “Enhancing Software System Transparency via Blockchain-based
Approaches”, Singapore University of Technology and Design, 2022

Davide Beradi, “Security Enhancements and Flaws of Emerging Communication Technologies”,
University of Bologna, 2022

Yi Han, “Al for Trustworthy Security, Security for Trustworthy Al", advisor Saman Zonouz, Rutgers
University, 2021

Wissam Aoudi, “Process-Aware Defenses for Cyber-Physical Systems”, advisor Magnus Almgren,
Chalmers University of Technology (Sweden), 2021

Ron Bitton, “Al-based Methods for Cybersecurity Risk Assessment”, advisor: Asaf Shabtai and
Rami Puzis, BGU (Israel), 2021

Silvia Ceccato, “Security in Global Navigation Satellite Systems: authentication, integrity protec-
tion and access control”, advisor: Nicola Laurenti, University of Padova (ltaly), 2019

Amit Kleinmann, “Network Intrusion Detection for Supervisory Control And Data Acquisition
(SCADA) Systems”, advisor: Avishai Wool, Tel Aviv University (Israel), 2017

Research Assistants and Students

Amit Tambe, Research Assistant, November 2017 to July 2018
Dominik Breitenbacher, Research Assistant, November 2017 to July 2018
Ragav Sridharan, Research Assistant, January 2017 to July 2018

Francesco Scandola, Research Assistant, October 2016 to July 2018
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Ahnaf Siddiqi, Research Assistant, November 2016-October 2017

Sandra Siby, Research Assistant, June 2015 to August 2017

Jinghui Toh, January 2016 to December 2016

Anand Agrawal, Research Assistant, February 2016 to September 2016
e Mohannad Alhanahnah, January 2016 to June 2016

Visiting Researchers

e Aymen Fakhreddine, PhD student at IMDEA, Spain, 2017

Giuseppe Bernieri, PhD student at Roma Tre University, 2017

Naman Govil, undergrad student at IlIT Hyderabad, in 2016

Nicolas looss, graduate student at Corps des mines, Paris, in 2015

Pierre Gaulon, graduate student at ENSEIRB, Bordeaux, in 2015
e David Urbina, PhD student of UT at Dallas, in 2015

Qualifying and Preliminary Examinations
e QE: Daniel Frassinelli
e QE: John Henry Castellanos Alvarado
e QE, PE: Vu Dinh Quyen (as Chair of Committe)
e QE: Sibo Sung
e QE: Dima Dafer S Rabadi (as Chair of Committe)
e QE, PE: Mujeeb Chuadhry (as Chair of QE Committe)
e QE: Jay Prakash (as Chair of Committe)
e QE, PE: Hamid Ghaeini
e QE: Daniele Antonioli
e PE: Hans Anderson (as Chair of Committe)
e PE: Dinh Quang Thinh
e PE: Eyasu Getahun Chekole

Professional Awards

e Best paper award at CPSS, 2017
Short-listed for SUTD service award, 2016

SG Design Mark Award for NSE project, 2016

Runner-Up Smart Energy Hackathon, UP Singapore, September 2013

Best Paper Award, IFIP Wireless Days 2012, November 2012
e K.-H. Ditze Award for TUHH's best diploma thesis 2007/2008, April 2008

Three terms scholarship for University of Waterloo exchange studies (DAAD), April 2004
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